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Abstract: Securing Internet of Things (IoT) against attacks is a very interesting area of research. A 

cyberattack refers to as any form of malicious activity that targets IT systems, networks and/or  

people with a view to gaining illegal access to systems and data they contain. Attacks are in various 

forms as found in computer systems, networks and the cyber space. The immense increment in the 

amount of internet applications and the appearance of modern networks has created the need for 

improved security mechanisms. A good example of such modern technology is Internet of Things 

(IoTs). An IoT is a system that uses the Internet to facilitate communication between sensors and 

devices. Several approaches have been used to build attacks detection system in the past. The 

approaches for classifying attacks have been categorised as signature-based and Machine learning 

based. However, ML techniques have been argued to be more efficient for the identification of 

attacks or intrusions when compared to signature-based approaches. This study sourced for relevant 

literature from notable repositories and then surveyed some of the recent datasets that are very 

promising for ML-based studies in attack classification in IoT environments. The study equally 

provided a survey of evolving ML-based techniques for the classification of attacks in IoT networks. 

The study provided clear directions to researchers working in this area of researches by making the 

necessary information available more easily for the researcher to go about achieving improved ML-

based approaches in this area. 

Keywords: Internet of Things, Attacks in IoT, Model Performance, Intrusion Classification 
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1. Introduction 

Cyber attacks are in various forms due to the threats that are pervasive in networks and the cyber 

space (Ibitoye, Shafiq & Matrawy, 2019). It has been pointed out that the highest number of monthly 

attacks was detected in June 2022, with approximately 13 million attacks (Statista, 2023). Similarly, 

Hussain et al. (2020) argued that network attacks are increasing both in frequency and intensity as 

of internet of things (IoT) devices are geometrically growing. In recent time, machine learning (ML) 

algorithms are have been argued to be very popular for classifying attacks in network (Pektas et al., 

2018; Oyelakin et al., 2020). Among the networks that have been reported to suffer from different 

types of attacks is the Internet of Things (IoT) network. The Internet of Things (IoT) constitutes a 

range of devices, including, but not limited to, IP cameras, smart vehicles, surveillance technologies, 
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and wearable devices (Alatram et al., 2023). It is equally regarded as a network of connected devices 

that can link without human involvement, thanks to the enormous growth in the number of online 

applications and the development of contemporary technology. IoT enables a large number of items 

with sensors (including bicycles, coffee makers, lights, and many more items). Also, it has been said 

that IoT applications are transforming our work and lives by connecting to the internet in sectors 

such as healthcare, agriculture, transportation, etc. Additionally, it offers countless benefits and 

countless chances for the sharing of knowledge, innovation, and progress (Alsamiri & Alsubhi, 

2019). Tasnim, Hossain, Tabassum and Parvin (2022) pointed out that IoT technology can collect, 

analyse, and comprehend data about the environment, allowing for modernizations that raise living 

standards. By making new types of communication between machines and people simpler, smart 

cities can be created.  

In the modern world, IoT technology is used in a variety of ways and scenarios. Everything has 

become intelligent, including entry doors, window blinds, watches, TVs, fans, light bulbs, and 

refrigerators. The amount of device engagement is growing daily. Their reliance is increasing as a 

result. Attackers may not directly hack the target system, but they can easily alter the behaviour of 

other interdependent devices or the surrounding environment to achieve their objectives. These IoT 

devices employ a variety of complex encryption and authentication techniques, which consume 

excessive processing power and result in a noticeable delay, impairing normal operation and 

lowering performance, especially for real-time IoT devices. For this reason, it is easy for attackers 

to compromise these devices by taking advantage of memory flaw (Tasnim et al., 2022) 

Large-scale distributed denial-of-service (DDoS) assaults on internet-scale infrastructures have 

been reported in recent years. A continual danger to the ever-expanding IoT world, new botnets like 

Hajime and Reaper demonstrate how adversaries are always changing their tactics to avoid detection. 

These IoT-based botnets can swiftly develop into a potent collection of weapons to seriously harm 

a number of stakeholders. They also exploit a manufacturer's default settings to scan the Internet for 

other devices (Shaikh, Bou-Harb, Crichigno, & Ghani, 2018). 

IoT nodes are unlike other traditional networks in that they lack manual controls, have minimal 

capacity, and few resources. Additionally, IoT security challenges are becoming increasingly 

problematic due to the widespread use and rapid proliferation of IoT devices in daily life, 

necessitating the creation of network-based security solutions. While the existing methods do a good 

job of detecting some threats, it is still difficult to find others. There is no doubt that there is room 

for more advanced techniques to improve network security as network attacks rise in number and 

the amount of information present in networks multiplies dramatically (Alsamiri et al., 2019). 

Unauthorized individuals may take advantage of a network vulnerability in order to obtain sensitive 

data and harm the network (Alladi, Chamola, Sikdar & Choo., 2020). This study focuses on building 

ML-based algorithms for classifying attacks in internet of things. The choosing algorithms are: 

Random Forest and Adaboost learning algorithms. The study focuses on how to achieve improved 

ensemble based attacks classification models in Internet of Things environment. 

Internet of Things (IoT) is the term used to describe how various entities of an object will 

communicate with one another in the future. (Jyoti et al., 2017). Saad and Siddeeq (2021) described 

IoT has one of the technologies that is expanding the fastest right now. It is a technology that enables 

billions of intelligent objects—referred to as "Things"—to gather various types of data about 

themselves and their surroundings using a variety of sensors. They can then share this data with the 

appropriate parties for a variety of purposes, such as controlling and monitoring industrial services, 

health provision or enhancing business services or functions. 
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2. Methodology 

The methodology used in this study involves souring for relevant literature on promising datasets 

that can be used for ML-based attack classification in IoT environment as well as different ML-based 

approaches that have been proposed for attack classification. The researchers established a set of 

criteria for inclusion of the relevant datasets and articles on IoT security. Each of these datasets was 

explored and their basic characteristics were discussed. The information were sourced from some of 

the notable research repositories such as Hindawi, Springer, Elsevier, Google scholar, Science 

Direct, researchgate.net and many others. The keywords used for the search include: (“datasets for 

IoT security”  AND “datasets for intrusions in IoT”  AND “datasets for IoT security”) OR ( “machine 

learning for intrusion classification in IoT”, OR “attack classification in IoT”, OR  “IoT intrusions”, 

OR“Machine learning-based Intrusion Detection in IoT environment” OR attack classifications in 

IoT). The concepts and techniques found in some of the works are then reported as structured in this 

paper. 
 

Methodological Flow of the Survey 

 

  

 

 

 

 

 

Figure 1.  Flow of the processes in the Study 

Figure 1 was used to give a pictorial representation of how the survey of the relevant articles is 

carried out in this study. 

3. A Survey On Datasets For Attack Classification In IoT Networks  

Alaram et al. (2023) released a dataset on IoT security recently. The dataset is named DoS/DDoS-

MQTT-IoT. It contains different kinds of attacks that can be classified using a ML approach. Another 

popular dataset is CAIDA dataset. which was released in 2007. This dataset contains approximately 

one hour of anonymized traffic traces from a DDoS attack on August 4, 2007. Apart from this, a 

dataset called IOT Security was also released in 2018 (Bezerra et al., 2018). The dataset is terme IoT 

host-based datasets for intrusion detection research. Another security dataset that is based on IoT 

investigation is named MedBIoT. The title of the work was named generation of an IoT Botnet 

Dataset in a Medium-sized IoT Network (Guerra-Manzanares et al., 2020) .Similarly, new dataset 

for the classification of attacks in IoT networks was proposed by Ullah et al. (2020). The dataset is 

named IoTID20. It contains a wide range of attacks that are meant to demonstrate IoT environment. 

Neto et al (2023) released a dataset named CICIoT2023 dataset. It was argued that the dataset is a 

real-time dataset that can be used for benchmarking studying of very large scale attacks in IoT 

platforms. The CIC IoT Dataset 2023 is available at https://www.unb.ca/cic/datasets/iotdataset-

2023.html.  

Apart from this, a IoT intrusion dataset named Aposemat IoT-23, was released by Garcia et al (2020). 

It is a labelled dataset with malicious and benign IoT network traffic. Also, CICIDS2017 dataset that 
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was released by Sharafaldin et al. (2018) is another promising dataset on attack classification in IoT.  

The dataset and contains different kinds of attacks including some attacks in IoT networks. Another 

popular dataset that is popular for intrusion detection studies in IoT environment is named Bot-iot 

and it released was designed by Koroniotis et al. (2019) and Koroniotis et al. (2017).  Another IoT 

dataset is named N-BaIoT Dataset. The dataset is also very promising for the detection of  IoT Botnet 

Attacks. It is available for download at https://www.kaggle.com/code/stefanost/iot-intrusion-

detection. 

4.  A Survey On Ml-Based Approaches For Attack Classification In IoT 

Tarek et al. (2022) built a model for the detection of attacks in IoT smart applications using machine 

learning approach. The authors used a public dataset named AWID for the evaluation purposes. The 

study emphasised the promises of t-test technique used for selecting fewer attributes. The study 

claimed that the approach achieved an accuracy of 99% using only 8 features. The authors further 

claimed that the technique used performed excellently when compared with similar 

studies.Mohamed  et al. (2020) proposed an approach termed Rules and Decision Tree-Based 

Intrusion Detection System for Internet-of-Things Networks. The study made use of CICIDS2017 

dataset and BoT-IoT dataset. The authors mentioned that their approach had promising results in 

terms of accuracy, detection rate, false alarm rate and time overhead when compared to some existing 

schemes. 

Riaz (2022) proposed a deep learning-based ensemble classification approach for the detection of 

malware in IoT devices. The model built is a three step approach. The data is pre-processed using 

scaling, normalization, and de-noising, whereas in the second step, features are selected and one hot 

encoding is applied followed by the ensemble classifier based on CNN and LSTM outputs for 

detection of malware. The study achieved an average accuracy of 99.5%. 

Tasami et al. (2022) used fridge dataset to examined six ML and DL approaches to identify and 

categorize IoT network attacks. He came to the conclusion that Decision Tree and Random Forest 

performed better than 99% of the time in both binary and multiclass classification. Alzahrani and 

Bamhdi (2022) proposed a system to assist in the detection of botnet assaults on IoT devices. This 

was accomplished by creatively fusing the model of a Convolutional neural network with a long 

short-term memory (CNN-LSTM) algorithm. The mechanism was targeted at identifying the two 

frequent and dangerous IoT threats (Bashlite & Mirai 2022) on four different kinds of security 

cameras. The Provision PT-737E camera produced the following weighted average results for 

identifying the botnet: camera recall is 87%, precision is 88%, and the F1 score is 83%.The Provision 

PT-838 camera's classification method for botnet attacks and regular packets yielded results of 89% 

recall, 85% F1 score, and 94% precision. The advanced DL-based model intelligent security system 

proved successful in identifying botnet attacks that infected camera equipment connected to IoT 

applications. 

Similarly, Saheed, Abiodun, Misra, Holone, and Colomo (2022) investigated the viability of 

deploying machine-learning-based intrusion detection in resource-constrained IoT environments, 

and they skilfully combined feature dimensionality reduction and machine learning methods to build 

an intelligent intrusion detection system (IDS) capable of detecting abnormal behaviour on insecure 

IoT networks. The validity dataset, accuracy, area under the curve, recall, F1, precision, kappa, and 

Mathew correlation coefficient (MCC) were used to analyse the experiment outcomes of his findings. 

His results were competitive with an accuracy of 99.9% and an MCC of 99.97% when compared to 

other works that had been done before.In a study on intrusion detection systems for IoT networks, 



Journal of Information Technology and Computing   35 

In three phishing datasets, Oyelakin (2021) employed a variety of techniques for the detection of 

phishing evidence. In three different phishing datasets, he examined the effectiveness of the Random 

Forest, K-Nearest Neighbor, and Extratree algorithms. The method employed gave researchers 

looking at phishing detection more information. According to his findings, Random Forest 

outperforms the other two classifiers in terms of overall performance.  

Charbuty and Abdulazeez, (2021) identified decision trees as one of the potent techniques 

frequently employed in a variety of disciplines, including machine learning, image processing, and 

pattern recognition. A succession of fundamental tests, where a numerical feature is compared to a 

threshold value in each test, are effectively and cogently united by the successive model known as 

DT. 

Random forest approach was used by Maheshi (2021) to assess the feature importance score for 

each of the 33 features in the original dataset. Using random sampling of feature sets and the Monte 

Carlo method, various machine learning models were trained based on the relevance of the features. 

Following a thorough study of the data, the author come to the conclusion that in resource-

constrained circumstances, it is sufficient to focus just on 10 characteristics, namely tcp.time_delta, 

"mqtt.msgid," "mqtt.hdrflags," "mqtt.msg," "tcp.len," "mqtt.len," "tcp.flags," and "mqtt.m” 

By using a disagreement-based semi-supervised learning algorithm for CIDSs, Wenjuan, 

WeizhiMeng, and Man (2020) concentrated on semi-supervised learning and design DAS-CIDS. The 

authors evaluated the effectiveness of DAS-CIDS in terms of detection performance and false alarm 

reduction using both datasets and in actual IoT network scenarios. The experimental findings 

demonstrate that his technique, which automatically uses unlabelled data, is more effective in 

identifying intrusions and decreasing false alarms than typical supervised classifiers. 

Furthermore, Kaliyar et al. (2020) in their study gave a succinct overview of two significant risks 

to RPL known as wormhole and sybil attacks. In Cooja, the Contiki network emulator, he applied 

the two methods. The outcomes of his tests show that the hypotheses about true positive rate, 

detection time, packet loss ratio, memory usage, and network overhead are plausible. Anwer et al. 

(2021) proposed a framework for the detection of malicious network traffic. The approach made use 

of Support Vector Machine (SVM), Gradient Boosted Decision Trees (GBDT), and Random Forest 

(RF) algorithms. It was reported that the model with RF learning algorithm achieved an accuracy of 

(85.34%). Hussain et al. (2020) built machine learning-based models for the detection of Denial of 

Services (DOS) and Distributed Denial of Service (DDoS) attacks in IoT networks. The authors 

pointed out that their proposed methodology accomplished 99.99% accuracy for the DoS and DDoS 

attacks in case of binary classification.  

Alsamiri and Alsubhi (2019) evaluated various detection techniques using a botnet IoT dataset. 

Seven different machine learning algorithms were used throughout the implementation phase, and 

the majority of them produced excellent results. In comparison to research from the literature, new 

features that were retrieved from the Bot-IoT dataset during implementation produced better results. 

Shaikh et al. (2018) proposed a unique model that employs machine learning (ML) approaches to 

categorize harmful Internet of Things (IoT) traffic. The model achieved good recall and precision 

scores using the Gradient Boosting and Random Forest classification algorithms. Yaser and 

Mohammad (2012) used an artificial bee colony for attack detection based on anomalies. 

Additionally, it employed two feature selection methods to cut down on the volume of information 

needed for detection and categorization. The suggested algorithm was assessed using the KDD Cup 

99 dataset. According to the findings of the experiment, an artificial bee colony can predict attacks 

with an average accuracy rate of 97.5% for known attacks and 93.2% for both known and unknown 
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attacks. Fatai and Safiriyu (2012) conducted a study in which computational intelligence algorithms 

were shown to demonstrate their respective capabilities to produce high performance accuracy in a 

variety of applications. They concluded by presenting suggestions for the creative fusion and 

integration of individual, pre-existing techniques in new and more effective hybrid and ensemble 

algorithms as applied to attack detection 

5. Findings and Discussion     

This study sourced for relevant literature from notable repositories  that focus on providing insights 

on datasets and works on IoT intrusion detection.  Some of the recent datasets and ML-based studies 

for  attack classification in IoT environments were surveyed . The study carried out the survey based 

on the chosen search strings that are deemed very relevant.. The study provided clear directions to 

researchers working in this area of researches.  It was observed that many of the new datasets being 

released for intrusion detection studies contain a wide range of attacks and many of them happen in 

IoT networks. It was equally noticed that ML-based approaches are very popular for attack 

classifications in networks generally. It was equally discovered that there are different traffic features 

in each of the datasets. These attributes are very useful to categorising patterns of intrusions and 

non-intrusions in each of the dataset studied. The survey showed that most of these datasets are 

publicly available, which means that researchers are allowed to use them in their researches at no 

cost.  There are equally few datasets for attack classification IoT environments that have to be paid 

for. Findings also revealed that some of the ML-based studies that were sourced used the following 

as metrics: accuracy, precision, recall, f-measure, AUC-ROC, Kappa Statistics for evaluating the 

performances of the learning-based attack classification models. 

6. Conclusion and Future Work 

This paper surveyed works that focus on intrusion detection datasets in IoT environment as well as 

machine learning-based approaches for the classification of attacks in IoT networks. Specifically, 

the study identified that IoT devices are being attacked heavily due to their prevalence and usage in 

different domains of the economy. Some keywords were used to source for relevant literature from 

notable repositories. A surveyed of this literature was done based on the two identified categories: 

recent datasets that are very promising for ML-based studies in attack classification in IoT 

environments as well as proposed ML-approaches for the classification of attacks in IoT networks. 

The study provided clear directions to researchers working in this area of researches by catalysing 

them into actions. The study started by identifying some of the growing datasets that are very popular 

in the cyber security domain as well a survey of some of the works that used innovative ML (Shallow 

and Deep Learning) approaches that classify attacks. Future work focuses on building improved ML-

based detectors of attacks in IoT environment. The improvement can be achieved through a wide 

range of innovative approaches at any of the stages of ML workflow. 
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